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A Ethical Hacker and Social Engineer at First Base
Technologies since 2008
Physical intrusions of hundreds of different locations

Published technical writer for TechTarget and
ComputerWeekly

| WHO'S WATCHING YOU?

Websites share information on live feeds that can be accessed | #GMBInvestigates

Cyber Security adviser for BBC and ITV

Trained in Kidnap Escape and Evasion

OCR Racer

#VictoriaLIVE

). NHS CYBER ATTACK 'COULD HAVE BEEN STOPPED'

BEAME NEWS  10:47 :OMPETITION WATCHDOG WILL INVESTIGATE HOTEL BOOKIN
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Social Engineering to gain physical access to a building
and plant a remote access device

-
b
Email Phishing that looks like genuine correspondence
tricks staff into installing malware or making large financial
transactions to fake accounts
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Ransomware infects your systems, demanding financial
payment to release your files

Guessing Passwords to gain access to genuine user
accounts on the network
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sky i subscribe / find ajob t e guar dlan

news /opinion /sport /arts /life

Sponsored By
UK/ world/ business/ environment/ tech/ UK politics/ more
Mass data breach with Equifax hack 'an e} . o
unmitigated disaster’ Equifax hack: credit monitoring company
criticized for poor response

UK customers of companies, including BT, Capital One, and British 03:47,UK
Gas, are believed to have been affected by the breach mby

Customers and security experts say response to breach that exposed personal data of 143
million Americans has been disorderly and under-resourced

The hack included names, social security numbers, addresses, birthdays and driver’s licence numbers.

Photograph: Dado Ruvic/Reuters
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1. Social engineering
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Obtaining something by exploiting trust or the ignorance or

naivety of others

It works on the human factor

Ofrequently called hthe weas
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Social engineering can be used to gain access to

any computer or any building

| tYs the hardest form of at

because hardware and soft wa
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Social Engineering Defence

A Make sure visitors are accompanied at all times

A All visitors must wear visitor badges. If you see someone who you do not recognise
don¥Yt be scared to approach and question t

A Do not wear your ID badge openly when you leave the office

A Look out for people tailgating you into secure areas
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2. Email phishing
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Tips to Minimise your Exposure

A DonYt reveal personal or sensitive informatic

A Set the privacy options on your social media, especially Facebook, Twitter and Instagram:

U Facebook NuLi mi t Past HRNAxdustBettiogS plPrivacyrNgue i mi t who can see p
u  TwitterNluPr ot ect my Tweet sl

U Instagram NluPr i vate Account |

A DonYt discuss confidential company informati c

A DonyYt Gfriendy people on soci al media that yoc

Remember Nwhat goes on the Internet, stays on the Internet!
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Spear Phishing

.
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A Spear phishing uses information taken from social media to target specific

individuals

A The email address of the sender can be faked to look like anything

A Most phishing is done via two methods: attachments and links

A Attachments are most commonly xls, doc, pdf or zip files. Once opened the hacker

can steal passwords or install viruses

A Malicious links will either take control of your PC once clicked, or trick you into

entering your password into a fake website that looks like Amazon/Facebook/Google

© First Base Technologies LLP 2018
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A hnCarbanakl group attacked banking institutions
A Started their attack with spear phishing emails

A Manual reconnaissance of the network, including recording everything typed by staff, and
video footage from CCTV and webcams, so the hackers can simulate real employee

transactions

A Large sums of money then transferred through ATMs, SWIFT network and by creating high

value bank accounts
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A Whaling is a technique that primarily targets finance staff

A The email appears to be from the CEO or CFO, using information

from LinkedIn or your website

A The scammers will use an email address that looks similar to the

real CEOYs address, or has an

A The email usually asks for a bank transfer to be made

A The email will often be in three steps, the first email simply asking

if you are in the office
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A Always verify bank transfers by calling the relevant person in your company. Do

not use the phone number in the email.
A Check the email address of the sender
A Look for anything out of the ordinary:
U Do you normally receive bank transfer requests from this person?

U Do you recognise the payee name or account details, if they have revealed it?

U Is the email in the style and format you would expect?

© First Base Technologies LLP 2018
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1. Never respond to emails that ask you to click a link and enter your password

2. Check the email address of the sender. Look out for misspellings, different

endings to the address, or extensions, such as billing -apple.com

3. Be suspicious of emails with attachments or links from unrecognised sources.
Be especially aware of attachments that appear to be voicemail messages,

package delivery information (e.g. Amazon or Royal Mail) or invoices

4. If an email requests that you make a money transfer, always confirm directly

with the relevant person using an internal phone number.
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3. Ransomware
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A Ransomware encrypts all files, including shared
drives, and demands a ransom payment to unlock

. . . The harddisks of your computer have been encrypted with an military grade
encryption algorithm. There iz no way to restore your data without a special
them' Recent example IS an emall pretendlng to be key. You can purchase this key on the darknet page shown in step 2.

To purchase your key and restore your data, please follow these three easy

a Royal Mail parcel delivery note and emails that st
. Dounload the Tor Brouwser at "https:r www.torproject.orgs". If you need
. . . help, please google for “access onion page”.
Contaln Volcemalls . Visit one of the following pages with the Tor Browser:

http: - petya3?h5Stbhyvki.onion MunHgz
http: rpetyaSkoahtsf?sv.onionsMunHgz

Recent examples are Wannacry and Petya . Enter your personal decryption code there:

af Mf 5Z2-C83M2g-NvIuR1-g96ZxY-a4il47-c5R4 1 T-xR1WZk-nX4HmW-rnc1kg-HMekdy-
WBWDRr-rXz6TZ- jo6SHJ-preSRy-MygIrt

Latest VerSlonS aCtlver Seeks baCkupS |n Order to If you already purchased your key, please enter it below.

Key:

destroy them first
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Spreads using a Windows vulnerability

Seeks out any other device
computer

A Encrypts all files and demands a ransom payment of
$300 per computer

Doubles the ransom if not paid in 3 days
Unique due to the way it spreads

The way it spreads was originally stolen from the NSA

o T T P>

Bypassed anti-virus

© First Base Technologies LLP 2018
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Payment will be raised on

5/15/2017 15:58:08

Time Left

Your files will be lost on

5/19/2017 15:58:08

Time Left

Contact Us

© First Base Technologies LLP 2018

R WannaCry Ransomware

Ooops, your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for away to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service,

Can I Recover My Files? I

Sure. We guarantee that you canrecover all your files safely and easily. But you have
not so enough time,

You can decrypt some of your files for free. Try now by clicking <Decrypt>

But if you want to decrypt all your files, you need to pay

You only have 3 days to submit the payment, After that the price will be doubled
Also, if you don't pay in 7 days, you won't be able to recover your files forever

We will have free events for users who are so poor that they couldn't pay in 6 months

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.

Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

And send the correct amount to the address specified in this window

After your payment, click <Check Payment>, Best time to check: 9:00am - 11:00am =

ORI L e A oo deoie T2t

Send $300 worth of bitcoin to this address:

115p7UMMngoj1pMvkpHijcRAFINXj6LrLn |

Chack Payment
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4. Passwords
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Password GQualityy

123456
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i IlOVeYOU vebysin gy i
matthew sifocrce micole
football patrick  IAUSTADG swwas
w'd'tgon «=s shadow brandon destiny
aylor michael mllltary QWerty emanha P‘“P“ )ennlfer .jnsﬁnl S i
mother whatever

p wisoer R Arine - computer
loveme .ccease
i aotony love fuckyou sunshine—" ashley semperfi ... abc123

B oot GUIe poice DNUINITEX michelle charlie B nnah i jos ansiin harley
mickey bailey austin , =, single monkey naw. ve, clizaboth superman
12345 1234 y Inhnu-, wnarwy hosnes
et = cowey Sedphin peaches -l Grommand
Jaahnnn  Savammak Preciess ..‘_. st Y
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1. Maggiel
2. 1J3r3my

3. 6k5&R*Gz

4, | love green tomatoes
5. Passwordl

6. P@sswOrdl

7. Oxford1984

© First Base Technologies LLP 2018
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1. Maggiel (1 hour)

2. 1J3r3my (19 hours)
4. |love green tomatoes (25 septillion years) (25x10?)

6. P@sswrdl (20 years)

7. Oxford1984 (27 years)
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1. Maggiel (instant)
2. 1J3r3my (1 second)
3. 6kb&R*Gz (1 minute 7 seconds)
4. | love green tomatoes (99 quintillion years) (99x103°)
5. Passwordl (2 minutes)
6. P@sswirdl (2 hours)

7. Oxford1984 (2 hours)
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1. Maggiel (unsafe: dictionary word + one or two digits)
2. 1J3r3my (unsafe: leet speech + one character)

3. 6k5&R*Gz (requires brute force: 1 minute)

4. |love green tomatoes (99 quintillion years) (99x103°)

5. Passwordl (unsafe: dictionary word + one or two digits)
6. P@sswirdl (unsafe: leet speech + two digits)

7. Oxford1984 (unsafe: dictionary word + year)
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A Use a random passphrase of 4 -5 words that you can remember

A Misspell it on purpose

A Avoid passphrases based on common quotes or song lyrics

A Use a different passphrase for any website that holds your most personal

information, e.g. credit card details, bank accounts

A DonYt share passwords (or write them down!
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